











X150 / X250 Central Locking Security and Locking Systems

Trunk Release Operation

Trunk release from the Jaguar SmartKey:

* The Jaguar SmartKey transmits a 315 MHz RF sig-
nal containing its authorization code to the RF
receiver

* The RF receiver relays the code via serial data line to
the KVM, which checks and approves the code as
valid. The KVM will only respond if the RF signal
produced is from a valid Jaguar SmartKey for the
vehicle.

* The KVM transmits the release signal request to the
CJB via the medium speed CAN bus.

* The signal is passed from the CJB to the AJB/RJIB
via the medium speed CAN.

* Onreceipt of the signal, the AJB/RJB drives the latch
motor, releasing the latch, and opening the trunk lid.

Trunk release from the lid switch, vehicle unlocked:

» The switch is hardwired directly to the AJB/RJB.

* On receipt of the release signal request the AJB/RJB
drives the latch motor, releasing the latch, and open-
ing the trunk lid.
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Security and Locking Systems X150 / X250 Central Locking

Trunk and Fuel Filler Door Locking Control Diagram

688JAG193

A Hardwired 4 Fuel door locking motor 10 Trunk lid release switch

N MS CAN bus 5 Keyless vehicle module 11 Fascia trunk lid release switch — X150
F RF transmission 6 Jaguar SmartKey 12 Instrument cluster

1 Battery 7 RF receiver 13 Fascia trunk lid release switch — X250
2 Megafuse (250 A) 8 Trunk lid release latch 14 CJB

3 RIB 9  Trunk lid ajar switch
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X150 / X250 Central Locking

Security and Locking Systems

Remote Central Locking

B688JAG186

Each Jaguar SmartKey features a unique identification
code that is programmed within the remote handset. The
RF signal produced by the remote handset contains the

unique security identification code and also a rolling code.

During vehicle production, the unique security identifi-
cation codes of the valid Jaguar SmartKeys are pro-
grammed into the Keyless Vehicle Module (KVM) and
the Instrument Cluster (IC), and the rolling codes are
also synchronized with the KVM.

Vehicle unlocking operates as follows:

*  When the Jaguar SmartKey UNLOCK button is
pressed, an RF signal containing its authorization
code is transmitted to the RF receiver.

* The RF receiver relays the code via a serial data line
to the KVM, which checks and approves the code as
valid. The KVM will only respond if the RF signal
produced is from a valid Jaguar SmartKey for the
vehicle.

e The KVM transmits the unlock request to the CJB
via the medium speed CAN bus.

* The CJB confirms and sends the request, via the
medium speed CAN bus, to the front door modules.

* The front door modules respond with the following
simultaneous actions:
— The front door modules drive the motors to

unlock the front doors

— The front door modules transmit the door unlock
request via the LIN to the rear door modules

¢ The rear door modules drive the motors to unlock the
rear doors.

Locking of the vehicle is performed by pressing the
LOCK button on the Jaguar SmartKey. Thereafter the
system procedure is identical for locking as for unlock-
ing the vehicle.

If a door, hood or the trunk lid is ajar when an attempt to
lock the vehicle is made, an error tone is emitted and no
locking action will occur.

A total of 8 ‘slots’ are available in the KVM software to
allow for replacement or addition of Jaguar SmartKey
handsets. In service, IDS is used to communicate with
the KVM for the following:

* Identification of Jaguar SmartKey allocations within
the KVM
* Enabling of new Jaguar SmartKey handsets

* Disabling of existing Jaguar SmartKey handsets
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Security and Locking Systems

X150 / X250 Central Locking

Remote Central Locking Control Diagram
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A Hardwired 5 Passenger door ajar switch 13 Driver door ajar switch
N MS CAN bus 6 Passenger door latch 14 Driver door latch
O LINbus 7  RH rear door module 15 LH rear door ajar switch
F RF transmission 8 RH rear door latch 16 RF receiver
1 Battery 9 RH rear door ajar switch 17 Driver door module
2 Megafuse (250A) 10 LH rear door latch 18 Keyless vehicle module
3 RIB 11 LH rear door module 19 CJB
4 Passenger door module 12 Jaguar SmartKey
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X150 / X250 Passive Entry System

Security and Locking Systems

X150 / X250 PASSIVE ENTRY SYSTEM

The passive (keyless) entry system is based around the
Jaguar SmartKey. Each Jaguar SmartKey for a given
vehicle is programmed uniquely to that vehicle. Passive
entry and the associated passive start system allow the
driver to unlock and start the vehicle without using a
vehicle key in a door lock or ignition switch. The passive
entry system is a standard feature on X150 and optional
on X250 (the passive start system is a standard feature
on all vehicles).

The passive entry system has an active transmission
zone of 1.0m (3.3 ft.). Provided the Jaguar SmartKey is
within range of the desired point of entry (vehicle door,
trunk), it need only be on the driver’s person (in a pocket,
handbag, or briefcase, for example) to provide access to
the vehicle.The driver simply pulls any door handle (or
presses the trunk release button); no further driver inter-
vention is required. The vehicle unlocks according to the
current security setting (either single-point or multi-
point entry).

Placing the Jaguar SmartKey in a metallic container or
metal briefcase may hinder its operation.

688JAG188
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Security and Locking Systems

X150 / X250 Passive Entry System

Passive Entry Components

The passive entry system consists of:

* Keyless vehicle module (KVM)

* Low-frequency (LF) transmitting antennas
— 3 antennas for X150
— 5 antennas for X250

* Radio frequency (RF) receiver antenna

e Jaguar SmartKey

Keyless Vehicle Module

The KVM interfaces with the central locking RF
receiver and collects RF signal information which is
transmitted from the Jaguar SmartKey.

This information is translated into commands which are
passed on the medium speed CAN bus to the:

« CJB

e AJB/RJB

¢ Front door modules and onto the rear door modules
via a LIN bus connection

¢ Instrument cluster
The KVM also monitors:

* 2 interior antennas (passive start)

* 1 trunk antenna (passive start)

* Rear bumper antenna (passive entry, if equipped)
* Door handle antennas (passive entry, if equipped)
On vehicles with passive entry, additional fast latch

motors (auto latch release motors) are located within
each latch assembly to provide smooth door release

operation. These fast latch motors are also controlled via

the KVM. The fast latch status is passed to the CJB on
the medium speed CAN bus.

RF Receiver

The RF receiver is installed above the headlining — to the
rear of the vehicle on X250 and above the center console
on X150. The receiver provides functionality for the
remote central locking and passive entry systems.

The operating frequency of the RF receiver is 315 MHz.

The RF receiver converts the signals transmitted by the
Jaguar SmartKey into digital messages, and then trans-
mits the message on a serial data line to the KVM for
Jaguar SmartKey authorization. The CJB provides a per-
manent power feed to the RF receiver.
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X150 / X250 Passive Entry System Security and Locking Systems

X150 Passive Entry System Components
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Security and Locking Systems X150 / X250 Passive Entry System

X250 Passive Entry System Components
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JUNCTION BOX
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* PASSIVE ENTRY VEHICLES ONLY
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X150 / X250 Passive Entry System

Security and Locking Systems

Passive Entry System Operation

688JAG190

On vehicles equipped with the passive entry system, the
vehicle can be unlocked / locked without the use of a key
or pressing buttons on the Jaguar SmartKey. The Jaguar
SmartKey is a functional component of the passive entry
system in addition to the passive start system.

The passive entry system is controlled by the KVM and
several LF antennas (3 for X150; 5 for X250). There is
one antenna located in each door handle and one antenna
located behind the rear bumper cover.

Vehicle Unlocking Sequence:

* With the Jaguar SmartKey within 1.0m (3.3 ft.) of
the approached door, the handle is pulled to the first
10 percent of its travel. This action closes and
grounds the unlock pull switch (within the operated
handle) sending a hardwired switched signal to the
KVM which responds with the following simulta-
neous actions:

— The KVM energizes the low frequency antenna
in the door handle, which transmits a 125KHz
signal to the Jaguar SmartKey.

*  On receipt of the LF signal the Jaguar SmartKey
transmits a 315 MHz RF signal containing its autho-
rization code to the RF receiver.

* The RF receiver relays the code, via a serial data line,
to the KVM which checks and approves the code as
valid. The KVM will only respond if the RF signal
produced is from a valid Jaguar SmartKey for the
vehicle.

e The KVM transmits the unlock request to the CJB
via the medium speed CAN bus.

* The CJB confirms and sends the request, via the
medium speed CAN bus, to the front door modules.

* The front door modules respond with the following
simultaneous actions:

— The front door modules drive the motors to
unlock the front doors.

— The front door modules transmit the door unlock
request via a LIN to the rear door modules.

* The rear door modules drive the motors to unlock the
rear doors.

*  When the door handle reaches 80 percent of its travel
the handle clutch switch is closed and grounded,
sending a hardwired switched signal to the KVM.

e The KVM drives the fast latch (auto) release motors

in the door latch assemblies releasing the door
latches.

As the approached door handle is pulled through its full
travel, the applicable door can opened.
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Security and Locking Systems

X150 / X250 Passive Entry System

Passive Locking and Arming

There is no automatic passive locking of the vehicle. To
‘passively’ lock the vehicle, press the button on the exte-
rior door handle once with the SmartKey within a 1.0
meter (3.3 ft.) of the handle being operated.

688JAG191

When the exterior door handle button is pressed:

* A hardwired ‘lock request’ input signal is sent to the
keyless vehicle module (KVM).

*  Once the KVM receives the hardwired ‘lock request’
input signal, the KVM transmits an LF signal to the
driver door handle antenna, which activates any
SmartKey transmitter within one meter of the handle
antenna.

* The activated SmartKey transmits an RF ‘security
code’ signal to the RF Receiver.

* The RF Receiver transmits the ‘security code’ signal
via a dedicated serial data line to the KVM, which
checks and validates the security code.

*  Once the security code has been validated by the
KVM, the KVM sends the ‘lock request’ signal to
the CJB via the MS CAN bus.

* Upon receiving the ‘lock request’ signal, the CIB
confirms that none of the latches are ‘ajar’ by moni-
toring the aperture ‘ajar’ switch signals, which are a
direct hardwired input to the CJB.

* Once it has confirmed that none of the latches are

‘ajar’, the CJB sends a ‘lock request’ followed by a
‘security request’ over the MS CAN bus.

Locking and Security Request Results:

e The front door modules receive the ‘lock request’
signal via MS CAN. The front doors lock.

* The front door modules transmit the ‘lock request’
signal to the rear door modules via LIN bus to lock
the rear doors.

* The AJB/RJB receives the ‘lock request’ signal and
inhibits the trunk and fuel door release.

*  Once the vehicle is locked, the CJB automatically
enters security mode and sends a ‘security request’
signal over the MS CAN bus, and flashes the front
side lights.

* The front door modules receive the ‘security request’
signal via MS CAN and flash the side view mirror
turn signal and approach lights.

* The AJB/RJB receives the ‘security request’ signal
and inhibits fuel pump driver module operation and
flashes the tail lights.

» The instrument cluster receives the ‘security request’
signal and activates the security LED in the sunload/
light sensor on the dashboard.

If a door, hood or the trunk lid is ajar when an attempt to
lock the vehicle is made, an error tone is emitted and no
locking action will occur.
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X150 / X250 Passive Entry System

Security and Locking Systems

Passive Entry System Control Diagram
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A Hardwired 4
N MS CAN bus 5
O LIN bus 6
F RFtransmission 7
W LF transmission 8
1 Battery 9
2 Megafuse (250A) 10
3 CIB 11

RF receiver 12
Passenger door module 13
Keyless vehicle module 14
Passenger door handle, lock/unlock switch and antenna 15
Passenger door latch — fast latch 16
Jaguar Smart Key 17
RH rear door latch — fast latch 18
RH rear door handle, lock/unlock switch and antenna

RH rear door module

LH rear door module

LH rear door latch — fast latch

LH rear door handle, lock/unlock switch and antenna
Driver door latch — fast latch

Driver door handle, lock/unlock switch and antenna
Driver door module
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Security and Locking Systems X150 / X250 Passive Entry System

Passive Trunk Opening

Trunk release switch from lid switch, vehicle locked
with Jaguar SmartKey within range (passive entry vehi-
cles only):

* The switch is hardwired directly to the KVM (as well
as the AJB/RIB).

* On receipt of the release signal request from the
switch the KVM energizes the LF antenna in the
trunk, which transmits a 125KHz signal to the Jaguar
SmartKey.

*  On receipt of the LF signal the Jaguar SmartKey
transmits a 315 MHz RF signal containing its autho-
rization code to the RF receiver.

* The RF receiver relays the code, via a serial data line,
to the KVM which checks and approves the code as
valid. The KVM will only respond if the RF signal
produced is from a valid Jaguar SmartKey for the
vehicle.

* The KVM transmits the release request to the CJB
via the medium speed CAN bus.

» The signal is passed from the CJB to the RIB via
medium speed CAN.

*  On receipt of the signal the RJB drives the latch
motor, releasing the latch and opening the trunk lid.

When opening the trunk lid while the vehicle is locked
and armed, all doors remain locked and the security sys-
tem remains armed.

When the trunk is closed, the hazard warning lights will
flash after a few seconds to confirm that the vehicle has
rearmed the full alarm system.

NOTE: The SmartKey is monitored for position exter-
nal to the vehicle. If the trunk lid is closed with the
SmartKey inside it, the system will not re-arm: the trunk
lid will re-open automatically and a warning tone will
sound.
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X150 / X250 Active Anti-Theft System

Security and Locking Systems

X150/ X250 ACTIVE ANTI-THEFT SYSTEM

The active anti-theft (alarm) system is a perimeter moni-
toring system that also verifies the Jaguar SmartKey
validity. The system is controlled by software in the CJB
and AJB/RJB.

When perimeter mode is active, the CJB monitors the
panel ajar switches in the latch mechanisms of the
hinged panels, which include:

* All doors

* Trunk lid

* Engine compartment lid

If the security systems detect a fault with one of the
security sensors, two error tones will sound from the

passive sounder after the vehicle is unlocked and dis-
armed.

The passive sounder takes the form of a horn located in
the engine compartment RH side on X150, rear LH side
on X250.

Principles of Operation

The engine is passively (automatically) immobilized
when the Jaguar SmartKey is removed from the vehicle.
The alarm system is armed when the lock button on the
Jaguar SmartKey is pressed or the button on the exterior
door handle is pressed (passive entry system) with a
valid Jaguar SmartKey in close proximity. The hazard
lights flash to indicate that the alarm is armed.

An alarm trigger is indicated:

* Audibly, via the vehicle horn and a passive sounder

* Visually, via flashing of the direction indicators
Monitoring of front door lock status is carried out using
switches located in the door latch mechanisms. The condi-

tion of the switches is monitored by the front door mod-
ules and transmitted to the CJB over the MS CAN bus.

When armed, the active anti-theft system can be trig-
gered in one of the following ways:
* Door ajar switch indicates a door has been opened

* Hood or trunk lid ajar switches indicate that either
hood or trunk has been opened

¢ Either front door latch mechanism indicates a door
has been unlocked

* Emergency key blade is used to open either the driver
door or the trunk

* CJB or RJB are disconnected (this may result in only
a partial trigger)

* Attempt to start the engine without a valid signal
from the SmartKey
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Security and Locking Systems

X150 / X250 Active Anti-Theft System

Alarm Trigger History

Alarm trigger activations can be viewed via touch screen
display within the ‘Security’ menu. Only the most recent
trigger will be displayed.

Detailed alarm trigger history with activation time
stamps can be viewed and cleared via IDS within Set Up
and Configuration: Module information tab.

[IDS-DVD113_V5]P6 New XK 06.5-09 f 100-00 Complete vehicle
Module information > Alarm trigger history. ‘.
‘ Alarm trigger history.
Alarm trigger Trigger cause Time set Time since activation
1 Luggage compartm... 03:37:01 am 5d13h29m0s
2 Start attempt 03:34:52 am 5d13h26m50s
3 No trigger 12:00:00 am 0d0hOmOs
4 No trigger 12:00:00 am 0d0OhOmOs
5 No trigger 12:00:00 am 0d0hOmOs
6 No trigger 12:00:00 am 0d0OhOmOs
7 No trigger 12:00:00 am 0d0OhOmOs
8 No trigger 12:00:00 am 0d0OhOmOs >
=
I
Bistart| @ (3 O _ Jws W untitled - Paint <« [L] 2:55PM
688JAG194

Disarming the Alarm

When the vehicle is unlocked using the Jaguar Smart-
Key or by valid passive entry, the alarm is automatically
disabled. The hazard lights flash twice to indicate that
the alarm is disabled.

If the unlocking function fails to operate, the vehicle can
be unlocked as follows:

— Unlock the driver door using the emergency key
blade

— Dock the Jaguar SmartKey into the start control unit
(SCU)

NOTE: When the driver door is unlocked using the key
blade, the alarm will sound until the Jaguar SmartKey is
docked.

If the alarm has been triggered, it can be deactivated
using one of the following methods:

— Press the unlock button on the Jaguar SmartKey
— Dock the Jaguar SmartKey into the SCU

— Open a door using passive (keyless) entry

— Press the Start/Stop button with a valid Jaguar Smart-
Key present

Technical Training
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X150 / X250 Active Anti-Theft System

Security and Locking Systems

Passive Arming (X250 only)

The vehicle is fitted with a passive arming feature that
will, if enabled, automatically arm the anti-theft system.
Passive arming will automatically arm the system 30 sec-
onds after the driver’s door is closed, provided all doors,
hood and trunk are closed, the ignition is switched off and
there are no valid Jaguar SmartKeys inside the vehicle.

Passive arming does not lock the vehicle, although access
to the trunk via the interior or exterior release buttons is
inhibited and the fuel filler flap is locked. The passive arm-
ing function is enabled using the Touch-screen.

Automatic Relocking and Re-Arming of the Alarm

The automatic relock and re-arm feature will, if enabled,
automatically relock the vehicle and arm the anti-theft
system.

If the vehicle is in a locked and armed state and the Jag-
uar SmartKey UNLOCK button is pressed, but none of

the doors or the trunk are opened within 45 seconds, the
vehicle automatically relocks all the doors and the trunk
and re-arms the alarm system.

This function relocks the vehicle to a centrally locked
state and arms the alarm. This function is enabled using
the Touch-screen on X250 and can only be enabled on
X150 via IDS.

Alarm Indicator LED

The alarm indicator is an LED located in the body of the
sunload/light sensor. When the ignition is off, the LED
gives a visual indication that the alarm system is active
or not active. Operation of the alarm indicator is con-
trolled by the instrument cluster which varies the flash
rate of the LED to indicate the system status of the alarm
and the immobilization systems.

Alarm status is indicated by the LED as follows:
e LED off: alarm disarmed

* LED flashes once per second: alarm is armed and
engine immobilized.

When the ignition is on, the LED gives a visual indica-
tion of the status of the passive anti-theft (engine immo-
bilization) system. If the immobilization system is
operating correctly, the LED will be illuminated for 3
seconds at ignition on and then extinguish. If a fault
exists in the immobilization system, the LED will either
be permanently illuminated or flashing for 60 seconds.
This indicates that a fault exists and a fault code has been
recorded. After the 60-second period, the LED will flash
at different frequencies to indicate the nature of the fault.
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Security and Locking Systems

X150 / X250 Passive Anti-Theft System

X150 / X250 PASSIVE ANTI-THEFT SYSTEM

The passive anti-theft system (PATS) prevents unautho-
rized starting of the vehicle by immobilization of the:

* Engine cranking system
* Fuel system
* Ignition system

Immobilization is achieved through the use of a uniquely
coded Jaguar SmartKey and an encoded data exchange
between multiple control modules. The system is auto-
matic and requires no input from the driver. The engine
start system is initiated when the encoded data between
the Jaguar SmartKey and vehicle control modules is ver-
ified. The engine can be started when the JaguarDrive
selector is in the ‘Park’ position and the start/stop switch
and brake pedal are pressed simultaneously.

The system relies on the Jaguar SmartKey for vehicle
access and starting. If a valid Jaguar SmartKey is not
detected, starting is inhibited. If replacement Jaguar
SmartKeys are required, they must be programmed to
the vehicle using IDS. Any module involved in the Jag-
uar SmartKey authorization process will require pro-
gramming if replaced.

System Components

The PATS system uses the following components:

e Jaguar SmartKey

* LF keyless antennas

* RFreceiver

« KVM

» Start control unit

» JaguarDrive selector module / engine Start/Stop
switch

« TCM

- CJB

e Alarm LED indicator

* Instrument cluster

* AJB/RJB

« ECM

*  ABS module

Keyless Vehicle Module (controls Passive Starting)

The keyless vehicle module (KVM) controls signal
transmissions to and from the Jaguar SmartKey and pro-
vides authorization to allow the vehicle to be started pas-
sively. The module has a medium speed CAN
connection to the CJB for authorizing the security code
and a data connection hardwire for communication with
the RF receiver.

The KVM energizes the interior low frequency antennas
on receipt of either ‘driver door closed’ or ‘start button
pressed’ signals from the CJB.

NOTE: The LF antennas are activated after driver door
closed signal entry in anticipation of start request.

Technical Training
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X150 / X250 Passive Anti-Theft System Security and Locking Systems

Start Control Unit (controls Active Starting)

The start control unit (SCU) is used if the KVM is unable to authorize the Jaguar SmartKey.

If the KVM is unable to identify the Jaguar SmartKey — for example, if the Jaguar SmartKey battery voltage is low or
there is local RF interference — the transponder within the Jaguar SmartKey can be read in the conventional manner.

The driver will be alerted to this by a chime and a message in the instrument cluster message center ‘SMART KEY
NOT FOUND PLEASE INSERT IN SLOT".

The Jaguar SmartKey is inserted into the SCU with the key fob loop trailing. The start control module is motorized
and will draw the remote handset into the slot once inserted.

X150 Start Control Unit X250 Start Control Unit

688JAG197 688JAG196
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Security and Locking Systems

X150 / X250 Passive Anti-Theft System

After inserting the Jaguar SmartKey:

* SCU energizes the transponder within the Jaguar
SmartKey

* Transponder information is read by the SCU and the
key identity (security code) is passed to the instru-
ment cluster over the LIN bus.

» The instrument cluster checks the key identity and
compares it with the identity of the keys stored
within the instrument cluster.

» If the key identity is valid, the instrument cluster ini-
tiates a challenge response to the key.

» Ifthe response from the key is correct, the key will be
classed as a valid key and start authorization will be
allowed.

* The instrument cluster also initiates a challenge
response to the SCU to confirm it is correct for the
vehicle. If it is not, then start authorization will not
proceed.

NOTE: If the Jaguar SmartKey is not valid, the Smart-
Key will be ejected from the start control unit.

NOTE: Inserting the Jaguar SmartKey into the start con-
trol unit will not charge the Jaguar SmartKey battery.
The battery is not rechargeable and must be replaced if
run down or defective.

A message ‘REMOVE SMART KEY” will be displayed
if the Jaguar SmartKey is still in the start control unit and
the driver’s door is opened.

The Jaguar SmartKey can be removed by pushing down
or in on the key fob loop and releasing. The start control
unit motor will drive the Jaguar SmartKey out from the
slot (if the ignition is off and ‘Park’ is selected).

CAUTION:
A Do not use force to remove the Jaguar Smart-

Key as this may cause damage to the start con-
trol unit.

A Do not attempt to hold an invalid key in the
start control unit in an attempt to prevent it
from being ejected.
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X150 / X250 Passive Anti-Theft System

Security and Locking Systems

JaguarDrive Selector Module (X250)

Prior to start authorization, the JaguarDrive selector
module outputs a hardwired Park/Neutral signal to the
CJB and ECM. This information is determined from its
own selector position and information from the TCM.

The X250 Start/Stop switch is integrated into the Jag-
uarDrive selector module.

NOTE: The X150 Start/Stop switch is separate from the
L-Gate and is hardwired directly to the CJB and AJB.

The switch contains two analog circuits, both outputs
from the JaguarDrive selector module to the CJB. Either
output can trigger a Jaguar SmartKey search resulting in
one of two options:

* Ignition on / engine start

* Ignition off / engine off

The two analog circuits provide diagnostic and redun-
dancy features. For example, if a circuit fails (open circuit,
etc.), a warning is triggered to the vehicle user and a DTC
is logged. With one circuit intact the vehicle will function
as normal. One of the Start/Stop switch analog circuits
provides an input to the AJB/RJB. This feature is required
to support a hardwired reset from limp home mode: for
example, if the AJB/RJB loses a CAN bus communica-
tion, certain functions are maintained. Pressing the Start/
Stop switch will allow the hardware to be reset.
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X150 / X250 Passive Anti-Theft System

Transmission Control Module

The transmission control module (TCM) provides a
hardwired ‘Park Position Only’ signal to the JaguarDrive
selector module. The signal is activated by the TCM
when ‘Park Position’ is confirmed (parking pawl locked
in place). This information has back up data via the HS
CAN bus, providing TCM selector position display and /
or TCM start enable. Additionally the TCM and Jag-
uarDrive selector modules have a private LIN bus to
exchange data.

Central Junction Box
The CJB has the following PATS functions:
*  Medium speed CAN communication with the instru-

ment cluster and KVM providing start authorization
data exchange

* Inputs from:

— JaguarDrive selector module: Start/Stop switch
status and Park/Neutral signals

— Diriver’s door latch assembly: door closed signal

* Power outputs to:
— Start control unit (transponder operation)
— PATS LED indicator

Instrument Cluster
The instrument cluster has the following PATS func-
tions:
* Medium speed CAN communication with the fol-
lowing:
— CIJB (start authorization data exchange)
— AJB/RIJB (start authorization data exchange)

» High speed CAN communication with the following:
— ECM (start authorization data exchange)
— ABS (brake pressure signal)
— JaguarDrive Selector module and TCM (gear
selector position back up data)
e LIN communication with the SCU (transponder
operation)

*  Operation of the security LED indicator is controlled
by the instrument cluster, which varies the flash rate
of the LED to indicate system status of the immobili-
zation system

Auxiliary Junction Box/Rear Junction Box
The AJB/RJB:

* Controls the power output to the fuel pump driver
module (FPDM) on receipt of a start authorization
signal from the instrument cluster.

* Receives a hardwired Start/Stop status signal — from
the JaguarDrive selector module (X250) or Start/
Stop switch (X150) — to support a hardwired reset
from limp home mode

Engine Control Module

After confirmation of start authorization data exchange
with the instrument cluster, the ECM controls the crank-
ing, ignition and fuelling functions.

ABS Control Module

The ABS control module provides a brake pressure sig-
nal to the instrument cluster via the high speed CAN.
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X150 / X250 Passive Anti-Theft System

Security and Locking Systems

Principles of Operation

The vehicle starting sequence proceeds as follows:

*  When the CJB receives a hardwired ‘start button
pressed’ signal, a valid key request message is sent
from the CJB to the KVM via the MS CAN bus.

* The KVM activates all 3 interior LF antennas to out-
put LF signals, which activates the Jaguar SmartKey
(in the vehicle).

* The activated Jaguar SmartKey transmits an RF
security code signal to the RF receiver.

* The RF receiver transmits the security code signal
via dedicated serial data line to the KVM.

* The KVM checks and validates the security code and
communicates a ‘SmartKey validated’ message to
the CJB via MS CAN.

* The CJB sends an immobilization deactivation
request to the instrument cluster via MS CAN.

* The instrument cluster deactivates immobilization
and simultaneously performs an encrypted data
exchange with:

— The ECM via HS CAN to authorize Fueling and
Ignition

— The AJB/RJB via MS CAN to activate the B+
power supply to the FPDM

Before the CJB can send a ‘crank request’ signal to the
ECM, it requires:

* A ‘brake pressure rise’ signal from the ABS control
module via MS CAN from the instrument cluster
(which receives the HS CAN signal from the
ABSCM)

* A hardwired ‘Park/Neutral’ signal

Once the required signals are received, the CJB outputs a
hardwired ‘crank request’ signal to the ECM

Before the ECM can authorize ‘OK to Start’, it requires:

* A hardwired ‘Park/Neutral’ signal:
— from the TCM (X150), or
— from the JaguarDrive selector (X250)

* An ‘Immobilization Disabled’ message (encrypted
data exchange with instrument cluster)

NOTE: the ECM also uses an HS CAN TCM ‘Start
Enable’ signal as a redundancy in case the hardwired
‘Park/Neutral’ signal is missing.

Once the required signals are received, the ECM acti-
vates the starter relay and enables fuel pump driver.

NOTE: When the vehicle is delivered from the factory,
the passive start (and entry) function is inhibited. In this
condition, the vehicle can only be started by placing the
Jaguar SmartKey in the start control unit. The system
should be switched on during the PDI (pre-delivery
inspection) using IDS.

12-60 10/20/2008

688-JAG: Advanced Electrical Systems and Diagnostics

Technical Training



Security and Locking Systems

X150 / X250 Passive Anti-Theft System

Passive Starting Sequence

START BUTTON
v
KEYLESS VEHICLE
MODULE CENTRAL
SMART KEY JUNCTION BOX
VALIDATION REQUEST SMART KEY
VALIDATED
o TRANSMISSION
SMART KEY P/N SIGNAL < SELECTOR
VALIDATED
7y CRANK REQUEST
ENGINE
RE CONTROL MODULE
RECEIVER
v P P/N SIGNAL
PRESSURE RISE
= LF »|  CRANKREQUEST
- ANTENNAS
= ® ‘ ‘
FUELING / IGNITION
AUTHORIZED
INSTRUMENT CLUSTER FUEL PUMP ENABLE
IMMOBILIZATION (CONTROL)
DEACTIVATED OK TO START
ANTI-LOCK BRAKING .
CONTROL MODULE
PRESSURE RISE STARTER RELAY
AUXILIARY
JUNCTION BOX (X150)
REAR
JUNCTION BOX (X250) > FUEL PUMP

DRIVER MODULE
FUEL PUMP
AUTHORIZED

HARDWIRED sy MEDIUM-SPEED CAN ======2) HIGH-SPEED CAN =—=====)
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X150 / X250 Passive Anti-Theft System

Security and Locking Systems

Diagnostics

Checking the operation of the PATS LED confirms the
operating status of the system.

If the PATS is operating correctly, the LED will be illu-
minated for 3 seconds at ignition on and then extinguish.
This check validates that all PATS functions were suc-
cessful (including the Jaguar SmartKey key code match-
ing and the challenge/response authorization sequence
between system modules), resulting in the ECM being
enabled.

The following examples are a guide to possible fault sce-
narios and basic checks/tests:

Ignition Fails to Operate

*  Check that the Jaguar SmartKey is located within the
vehicle interior, and is a valid key for the vehicle.
Insert the Jaguar SmartKey into the SCU, as this is an
alternative method to allow Ignition On/Engine Start.

* Check that the CAN bus is not malfunctioning (open
or short circuit, for example), as this would inhibit
communication between the KVM, CJB and instru-
ment cluster.

* Check that the start button circuit(s) to the CJB are
not open circuit or short circuit to battery positive.

Engine Fails to Crank

e If a PATS fault is detected, the LED will flash for 60
seconds at 4Hz with a 50% duty cycle. At the end of
this period, the LED will flash a 2-digit code; the
code is repeated 10 times. As a general rule a fault
code of 16 or less will cause the vehicle not to crank.
This indicates that a fault exists and a DTC has been
recorded. IDS should be used to check for DTCs
stored in the instrument cluster, CJB and ECM.

* One potential cause for the engine failing to crank
could be that the Not in Park switch input to the CJB,
or the P/N start switch input to the ECM, is not
present.

* Check that the HS CAN bus is not malfunctioning
(open or short circuit, for example), which could
inhibit communication between the instrument clus-
ter and ECM — resulting in no challenge/response
authorization sequence being performed to enable
the ECM. A DTC is stored in the instrument cluster,
supported by the LED permanently illuminated for
60 seconds followed by fault code 24 flashing 10
times.

* Check that the engine crank request output from the
CJB to the ECM is not open circuit or short circuit to
ground.

* Check the starter circuit relay operation. It is impor-
tant to note that, due to the smart start function, both
sides of the relay coil are switched directly from the
ECM.

Engine Cranks, No Start

The engine cranking confirms the ECM has passed the
authorization required for mobilization from the
required modules. If the authorization had failed, the
ECM would not engage the starter relay.
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Security and Locking Systems

X150 / X250 Passive Anti-Theft System

Passive vs. Active Functionality Review

There are many functions that are associated with either
‘passive’ or ‘active’ key functions. For diagnostic pur-
poses, it is important to understand the differences of
between passive and active starting (as well as passive
and active entry to the vehicle), as they are two indepen-
dent systems that work together. Some components are

only linked to the vehicle immobilization strategy, while
other components serve as agents in more than one of
these processes. The table below is an overview of these
modules and their relationship to SmartKey entry, start-
ing and immobilization functions.

Module / Component Remote Entry Passive Entry Passive Start Active Start Immobilization
SmartKey Y Y Y Y N#*
RF Antenna Y Y Y N N*
External LF Antennas N Y N N N*
Internal LF Antennas N N Y N N#*
Door Handle Switch N Y N N N
Door Ajar Switch N N Y N N
Start Control Unit N N N Y Y
Instrument Cluster N N N Y Y
KVM Y Y Y N Y
ECM N N N N Y
CJB Y Y Y Y Y
AJB/RJB N N N N Y
ABS Module N N Y* Y* N
TCM N N Y* Y* N

N* These components are only involved with key validation, NOT vehicle immobilization.

Y* These components only provide brake pressure and gear position status to CJB via CAN bus messages to enable
engine cranking independent of any security /immobilization requirements.
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X150 / X250 Passive Anti-Theft System

Security and Locking Systems

Anti-Theft System Control Diagram (X250 Shown; X150 similar)

ﬁ @ l:l:l:l:l:l:> E —:l:-> @ - - }
688JAG200
A Hardwired 3 RIB 9 Rear RF antenna
D HS CAN bus 4 ABS control module 10 RF receiver
N MS CAN bus 5 ECM 11 Start control module
O LIN bus 6 KVM 12 CJB
1 Battery 7 Front RF antenna 13 Instrument cluster
2 JaguarDrive selector 8 Center RF antenna 14 BIB
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Overview

Advanced Diagnostics

OVERVIEW

By following the Jaguar five-step Diagnostic Strategy and applying knowledge of the Jaguar multiplexing systems, a
multiplex controlled circuit fault can often be easier to diagnose.

A number of methods and tools are available to test for problems that may occur, including IDS and a DVOM. The test
methods chosen depend on the vehicle symptoms, the physical layout of the circuits, and the accessibility of test points.

Professional Electrical Practices

When testing electrical circuits it is important to access
the circuits carefully to avoid damaging insulation, con-
ductors, contacts or components. Measurements should
be performed carefully, ensure that the tester is con-
nected to the correct pins. Measurements that are not
consistent with the expected value should always double
checked to make sure that the tester is correctly con-
nected.

Back probing sealed electrical connectors will damage
the seal allowing moisture or other contaminants to enter
the connector causing corrosion.

Piercing the insulation of conductors when performing
measurements will damage the conductor, increase the
conductor resistance, and allow moisture or other con-
taminants to enter the connector causing corrosion.

Circuit-powered or self-powered test lights or circuit

testers may cause damage to sensitive components. The
best rule is to use only a high impedance digital multim-
eter when measuring any electrical circuit in the vehicle.

Periodically calibrate test equipment and check the resis-
tance of the test leads and adapters to assure that mea-
surements are accurate.

en performing measurements. Using incorrect adapters
or probing connectors may damage the plating on the
contacts, causing corrosion and increased resistance.

Diagnosing Multiplex Problems

IDS functions as a diagnostic aid and a DVOM. Each
time IDS runs a multiplex component diagnostic routine
it automatically tests multiplex circuit integrity to deter-
mine if the circuit is capable of communicating a data
message. IDS will most often help you to pinpoint the
cause of the failure. Because IDS diagnostics are soft-
ware driven, its efficiency in any diagnostic mode
depends on the design of the software that it uses. Most
IDS diagnostic modes are excellent. However, a techni-
cian with knowledge of the system being tested, an Elec-
trical Guide and a DVOM, can often diagnose a problem
as efficiently as the IDS diagnostic function.
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Advanced Diagnostics

Overview

Multiplex Symptom Analysis

Any action controlled through a multiplex system
requires the following:

*  Ahard-wired input to a module on the multiplex system

e A data message transmitted by a module on the mul-
tiplex system

* A data message received by a module on the multi-
plex system

* An output to a function

The symptoms of a particular multiplex failure cannot
always be accurately predicted. Symptoms that may
seem unrelated to the failure can occur depending on the
state of the modules and the data being transmitted at the
time of the failure.

It is important to concentrate on the primary failure
symptoms to help isolate the cause of the fault:

* Abad module
* Loss of power or ground to a module

»  Short circuit to power or ground on the bus

Carefully observe the symptoms while performing func-
tional tests. If the symptoms appear to change while test-
ing, perform a ‘hard reset’ of the control modules. A
‘hard reset’ clears any ‘false’ symptoms that might result
from testing. Also, perform a ‘hard reset’ after a repair is
completed. Then, perform functional tests of the original
failed function to verify the repair. Finally, perform a
functional test of related functions, looking for any
remaining symptoms. All microprocessors have mini-
mum and maximum voltage requirements. Be sure that
your electrical system is operating to specification.
Many false symptoms are created because of a faulty
electrical system or battery.

Network Faults

Network failure may result in a customer concern. The
causes of network failure include:

* Data Bus wires shorted together

» Either Data Bus wire shorted to ground

» Either Data Bus wire shorted to power

 Either Data Bus wire open circuit

Hard Reset Instructions

A ‘hard reset’ restores the control modules to their base
conditions assuring that network communications are
synchronized.

CAUTION:
A Be sure to retrieve DTCs before disconnecting
the battery.

All Vehicles except X105, X150

» Disconnect the negative cable of the battery for at
least 120 seconds

* Reconnect the battery negative cable

e Perform window initialization

X105, X150 Vehicles

Due to the window drop entry feature, the following pro-
cedure should be followed to prevent door seal damage.
*  Open one window fully or open a door

» Disconnect the negative cable of the battery for at
least 120 seconds

* Reconnect the battery negative cable

* Reset the window position memory for the passenger
and driver door windows

NOTE: If a hard reset is performed on a vehicle with a
sunroof / roof opening panel and the roof is open at the
time of the hard reset, the sunroof initialization proce-
dure must be performed.
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Servicing Network Components

Advanced Diagnostics

SERVICING NETWORK COMPONENTS

All networks basically consist of electronic control mod-
ules, connectors, the Data Link Connector (DLC), and
data bus circuit wiring. The only repairs that can be per-
formed are wire repair, connector repair, and module
replacement.

NOTE: Always reconfigure/refresh a module’s software
before condemning/replacing the module — ‘Software
before Hardware’. Remember, the hardware physically
or electrically operates mechanical devices, and the soft-
ware processes information.

Network Service Tips

* NEVER condemn a module until ground and power
circuits have been checked using a digital multimeter

» Use proper wire repair/replacement methods as spec-
ified in the Workshop Manual

*  Always refer to GTR for specific information

» Use only approved replacement electrical connectors

Repairing Network Wiring (Twisted Pairs)
Network harnesses consisting of twisted pairs of wires
(CAN bus, for example) can be repaired as required.
When repairing a twisted pair of wires, do not unwind
the existing wires any more than necessary. Before com-
pleting the repair, replicate as closely as possible the
original twisting pattern on any new wiring.

The following points should be observed when repairing
a network harness:

+  All wire pairs must have at least one twist per inch (to
resist electromagnetic interference) and must be twisted
to within 10cm (4 in.) of the connected modules.

* Always use correct gauge wire when performing
data bus repairs. High resistance in the data bus cir-
cuit could result in network concerns.

*  Only make crimp wire repairs. Solder repairs are
UNACCEPTABLE.

» Use correct gauge of wire

* Use only Jaguar supplied connectors when connector
replacement is required. This will ensure the correct
fit and help prevent excess resistance in the circuit.

* Insome cases it is unavoidable that a repair to a
twisted pair harness, using crimped connections, will
leave an unwound length of wire. The repair length
should not exceed 40mm (1.6 in).

CAN AND SCP SPECIFICATION: 39 TWISTS PER METER
(APPROXIMATELY ONE TWIST PER INCH)

INSUFFICIENT TWISTS

CORRECTLY TWISTED

EXCESSIVE TWISTS

688JAG049
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Advanced Diagnostics

Circuit Failure Testing

CIRCUIT FAILURE TESTING

Intermittent Faults

Intermittent failures can be the most difficult to diagnose
because the failure is not always present. If the system is
electronically controlled and its control module is capa-
ble of storing DTCs, extract any DTCs as a guide to
diagnosis.

It is also vital to gather the following information about
any intermittent failure:

¢ When does the function fail?
e Are any other functions affected?

*  Were any other functions in operation at the time of
failure?

 Is the failure related to a vibration or bump occur-
rence?

* Does the failure occur at any specific temperature, time
of day, engine or transmission operating condition?

* Try to recreate the failure by operating the vehicle
under the conditions reported. If the failure can be
recreated, follow the general diagnostic procedures.

If the failure cannot be recreated, apply the reported fail-
ure conditions to the symptoms in order to determine the
probable causes of the failure. Then, carefully examine
each of the probable causes. Start with the circuit areas
or system components that are the most probable causes
of the failure and thoroughly test each one. Apply the
‘wiggle’ test while following the general diagnostic pro-
cedures.

WARNING:
A NEVER perform the ‘wiggle test’ when test-
ing airbag or airbag-related circuits.
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Advanced Diagnostics

DIAGNOSTIC STRATEGY

Diagnosing problems can be time consuming and sometimes frustrating. However, the job will be easier if you apply
a logical approach to the task, called a Diagnostic Strategy. The following outlines a Diagnostic Strategy that will help
ensure that none of the information necessary for accurate diagnosis is overlooked.

1. Verify the complaint

Check the accuracy and detail of information on
the repair order.

Confirm the complaint. Gather information about
the complaint.

Identify all of the symptoms — what is working
and what isn’t, check for MILs, warning lights
and driver information display messages.

Look for additional symptoms.

2. Analyze the system(s) and identify probable causes.

Determine what controls the faulty function.

Determine if the failure is in the multiplex net-
work or if an input/output to the network failed.

Determine the data messages that control the
function and establish which modules transmit
and which modules use the messages.

Determine if any of the messages are required for
other functions. Perform functional tests to elimi-
nate probable causes.

3. Inspect, test and pinpoint the fault.

Visually inspect the vehicle and look for obvious
faults first.

Test the circuits and components using IDS or a
DVOM as appropriate. Start with the circuits or
components that are the most likely cause and the
easiest to test.

Be aware that intermittent faults or symptoms
may require recreating the fault conditions while
testing: hot condition, cold condition, or ‘wiggle’
test.

. Perform the repair.

Follow the recommended service procedures.

To avoid a repeat failure, ensure that wiring, con-
nectors, and grounds are in good condition before
fitting new components.

Replace defective components.

. Evaluate the results.

Verify that the customer complaint is resolved
and that all of the original symptoms have disap-
peared.

Confirm that no new conditions were created by
performing operational tests of any other systems
that are related to the complaint or that were dis-
turbed during the repair.
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CAN Diagnostics

CAN DIAGNOSTICS
Tracing a CAN ‘Fault Chain’

Complex vehicle systems such as ABS (anti-lock brak-
ing system) or DSC (dynamic stability control) use input
signals from sensors that are hardwired directly into the
control module, and also from messages (signals) on the
CAN bus. These same systems also transmit messages
on the CAN bus to other modules (ECM or instrument
cluster, for example) for use in other systems.

Many of control modules on the vehicle are therefore
dependent on other control modules. This dependency
may cause a ‘hard’ fault in one control module to shut
down the functionality in a second control module. The
loss of functionality in the second control module may in
turn inhibit the correct operation of a third control mod-
ule. This is known as a ‘Fault Chain’.

The DTCs in the third control module may point only to
faulty or missing CAN data in the second control mod-
ule. In order to determine the root cause of the problem,
howeyver, the chain must be traced back to the first con-
trol module. The first control module should contain
DTCs indicating a hard fault, or it may have shut down
completely (which would be identified as a communica-
tion error when establishing communication with IDS).

Using the appropriate Electrical Guide network circuit
diagrams will help in tracing the chain.

Diagnostic Procedure for CAN Faults

NOTE: IDS contains useful tools such as ‘Network
Integrity Tests’ and ‘Sorted DTC Display Tool” which
may help to resolve CAN issues.

NOTE: The electrical circuits section of GTR contains
Module Communications Network circuit diagrams
which will help identify the control modules, connectors
and wires in the vehicle’s CAN bus.

NOTE: Always make a note of any DTCs and snap shot
data at all stages during the diagnosis. You will need this
information if you later seek help from the Technical
Helpline.

Always start by identifying whether the fault is related to:
* Missing CAN data

* CAN data indicating a fault
* CAN related plausibility fault
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Advanced Diagnostics

Missing CAN Data

When a control module detects that CAN signals are not
being transmitted from another control module, this is
reported as ‘Missing Can Data’. Signals may be identi-
fied as missing from a particular system, or a general
CAN bus failure may be identified. If specific signals are
missing, the DTC description identifies the missing sig-
nals and the associated system.

A general CAN bus failure can be caused by a problem
with a control module, but is usually an indication of a
problem with the CAN bus wiring.

Diagnosing Missing CAN Data

If a control module reports ‘Missing CAN Data’, it is not
an indication of a fault with the reporting module. It is an
indication that the module has detected that another con-
trol module has stopped sending CAN messages.

In this case the diagnosis should concentrate on tracing
which control module(s) have stopped sending mes-
sages. It may be necessary to follow the CAN ‘Fault
Chain’ to get to the root cause. It may also help to look
for common patterns in the DTCs stored by the other
control modules. For example, if several control mod-
ules are reporting missing CAN data from the transmis-
sion, then the TCM should be suspected as the origin of
the fault.

If a control module is missing from the CAN bus it may
be because:

¢ The control module has an internal failure or is dam-
aged

» There is a problem with the power supply or grounds
to the control module

* There is a problem with the CAN wiring to the con-
trol module

NOTE: If the vehicle’s battery condition is poor, DTCs
relating to missing CAN Data may be logged at ignition
ON or during engine cranking. Environmental conditions
that put extra strain on the battery (such as cold weather)
may make these faults more likely to occur. Ignition ON/
cranking faults of this type occur because low voltage
causes a mismatch in communication timing between
control modules when powering up and putting signals on
the CAN bus. Before diagnosing missing CAN data, test
the vehicle battery condition and verify that it meets man-
ufacturer’s specifications.

NOTE: Please refer to the Battery Care Manual on GTR
for proper battery testing procedures and specifications.

NOTE: When supported, battery voltage can be viewed in
the snapshot data of IDS.

When diagnosing missing CAN data, the diagnostic pro-
cedure should therefore be:

1. Ensure the vehicle’s battery condition is good

2. Check all control modules on the vehicle CAN bus
for DTCs. Identify the control module that fails to
transmit data on the CAN bus

NOTE: If a control module is ‘missing’ from the CAN
bus, it will not be possible to read DTCs from that con-
trol module, as this is done via the CAN network.

3. Check the powers and grounds on the suspect control
module

4. Check the integrity of the CAN bus with regard to
the suspect control module
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CAN Diagnostics

CAN Data Indicating Fault

When a control module receives a CAN signal that is out
of the specified range for that signal, the signal is either
invalid or indicates a fault condition. The module will
report ‘CAN data indicates a fault’. This type of data
error occurs because of a specific fault with the originat-
ing system.

Diagnosing CAN Data Indicating Fault

If a module reports ‘CAN data indicates a fault’, it is not
an indication of a fault with the reporting module. It is an
indication that the module has detected a fault from
another control module or vehicle system.

The diagnostic investigation should therefore concen-
trate on identifying the control module that is transmit-
ting faulty data. It is likely that the transmitting control
module will contain DTCs that indicate a fault with a
sensor or other part of its dependent system. That is most
likely to be the root cause of the problem. It may be nec-
essary to trace the CAN ‘Fault Chain’ to find the origi-
nating module.

NOTE: The main principle to remember when diagnos-
ing CAN data indicating a fault is to find the control
module that is reporting a hard fault with a sensor or
other part of its system. Fix the hard faults that could
relate to the faulty CAN data before moving on to any
further diagnosis.

CAN Related Plausibility Faults

The vehicle systems use a variety of sensors located
around the vehicle. The systems rely on these sensors to
carry out plausibility checks, to monitor the ‘health’ of
the system.

For example, the health of a brake pedal switch may be
monitored by checking the brake master cylinder pres-
sure increase when the brake pedal switch operates.

Often plausibility checks compare a sensor signal to
another signal being sent via a message on the CAN bus.

A plausibility fault is not a CAN fault, but in order to
trace a plausibility fault it may be necessary to be aware
that CAN issues could have contributed to the fault
being raised. If a system shows a plausibility fault, it is
therefore necessary to check all sensors relating to the
plausibility and the CAN communication between the
relevant control modules.

Diagnosing CAN Related Plausibility Faults

As sensor or vehicle system plausibility tests are some-
times carried out using CAN signals, plausibility faults
can be logged due to CAN issues. When diagnosing
plausibility faults, carry out the following checks:

* Ensure the vehicle battery condition is good

*  Check the sensor which relates directly to the plausi-
bility fault (the DTC will identify the sensor)

*  Check particularly that the sensor is correctly and
securely mounted

+ Ifthere are any DTCs relating to CAN communica-
tion between control modules, resolve these issues
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Checking the Integrity of the CAN Bus
The integrity of the CAN bus should be checked if:

* DTC analysis indicates that one or more control
modules is missing from the CAN bus.

e DTC analysis indicates ‘CAN bus off” faults.

» Itis not possible to establish diagnostic communica-
tion with any of the control modules on the vehicle
(but it has been proven that the diagnostic tool is not
faulty).

The following procedure should be used to check the
integrity of the CAN bus:

1. If DTC analysis has identified a ‘suspect control
module’, the diagnostic routine should start with this
control module.

2. With the ignition ‘OFF’, unplug a control module
from the CAN bus.

3. Some ABS/DSC modules are connected to the vehi-
cle CAN bus and to a separate ‘private CAN bus’
that goes only to the vehicle’s Yaw/lateral accelera-
tion sensor. Check the circuit diagram to ensure you
have correctly identified the vehicle CAN bus.

4. Identify the CAN pins in the unplugged control mod-
ule connector. The unplugged control module con-
nector will have either two or four CAN bus pins
(depending on how it is linked into the CAN bus). If
there are four pins they will be grouped as two pairs.
CAN pins into a control module connector are
always grouped as pairs, known as CAN high (+)
and CAN low (-). Each pair of CAN pins can nor-
mally be identified by the wires to them being
twisted together.

5. Measure the resistance across each pair of CAN pins.
The resistance value should be either 60 (£ 5) or 120
(£ 5). Whether the value is 60 or 120 depends on
where the control module is located in the CAN bus
relative to other control modules but for this test it
does not matter which value is recorded as long as it
is one or the other.

6. With the connector still unplugged, but this time with
ignition switched ‘ON’, measure the voltage
between CAN high (+) and ground. The reading
should be 2.7V. Now measure the voltage between
CAN low (-) and ground; the reading should be
2.3V.

7. Switch the ignition ‘OFF’ and re-connect the con-
nector to its control module. Select another control
module on the CAN bus and repeat tests 4 and 5.

If, in the 7-step procedure above, no unexpected read-
ings are taken, the integrity of the CAN bus is good.

It should be noted, however, that intermittent faults can
exist. If the nature of the fault is intermittent, the cable
harnesses should be ‘wiggled’ where possible while car-
rying out these tests. Also, connectors to all control mod-
ules on the CAN bus should be disconnected and re-
connected as this is often enough to clean up light corro-
sion which can cause intermittent connectivity.

If, in the 7-step procedure above, an unexpected reading
is recorded, it will be necessary to test each section of the
CAN bus to identify the fault location. Do this in the fol-
lowing way:

In order to isolate a faulty control module, carry out tests
3, 4 and 5 from each control module on the CAN bus.

In order to isolate a wiring fault it may be necessary to
check the integrity of the CAN bus wiring between con-
trol module connectors, checking for open circuits and/
or shorts to power or ground.

NOTE: If no definite cause was found for a CAN issue
after following the procedures, but all DTCs have been
cleared and have not returned after a test drive of at
least10 miles, the vehicle can be returned to the customer.
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